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Abstract—The fields of security and usability often conflict
with each other. Security focuses on making systems difficult
for attackers to compromise. However, doing this also increases
difficulty for the user. Users in security are often seen as an
obstacle - they are the weakest point of the system, willing
to circumvent security policies in order to access their work
faster. A large part of security is authentication: knowing who
a user of a system is and denying access to unauthenticated
users. Authentication is very often the starting point of user
interaction with security systems. Unfortunately, authentication
is still most commonly achieved using text-based passwords.
This is often the easiest and cheapest system to implement. Most
websites and services advise users to select unique, complex
and lengthy passwords. These passwords are difficult for users
to remember and often lead to irresponsible behaviour such
as writing down or reusing passwords. Serious games are
games that are designed for a different primary purpose than
pure entertainment. This field includes gamification, where
non-gaming contexts are enhanced by using principles from
gaming. Examples include experience points, achievements,
progress indicators and leader boards. Gamification uses these
tools to persuade users to change their behaviour. If gamification
can be applied to security, it may aid in convincing users to act
more securely. This paper discusses the possibilities of applying
gamification to authentication as a new approach to usability
and security.
Index Terms—Security, Authentication, Human Computer Interaction, Usability, Serious Games, Gamification, Persuasive
Technology

I. I NTRODUCTION
Work has focused on merging the fields of usability and
security [1], [2], [3], [4], [5], [6]. However, these fields still
contradict each other. It is difficult for security experts to
understand users, and for users to understand security policies.
This results in users being treated as the weakest link, and
inadequate technologies exist to unite the two fields. Users
and security most often clash when it comes to authentication.
This is the first point where users must obey security policies
in order to gain access to the system.
Gamification, serious games, and persuasive technology are
recent fields that apply game-like principles to other problems.
They have been largely successful in other fields, encouraging
users to complete profile information or do more exercise or
even save a life [7]. These new fields could be applied to
authentication and help to bridge the divide between usability
and security.

This paper discusses the possibilities of using gamification
to improve user’s behaviour regarding security, by focusing on authentication and text-based passwords. Section II
provides background information on usability and security,
serious games and persuasive technology. Section III provides
a new theoretical base for developing authentication games
and suggests one such implementation. Section IV concludes
the paper.
II. BACKGROUND
Section II-A investigates previous work in usability and
security. Sections II-B and II-C describe the fields of serious
games and persuasive technologies and how they have and may
be used in future to improve usability in user authentication.
A. Usable Security
Computer security protects valuable computer resources
including hardware, software and data. Computer security aims
to ensure that resources are only accessed or modified by authorised people and that resources are available to these people
at appropriate times. Therefore, it is extremely important to
the field of computer security to maintain resources, but this
means more effort on the part of the users who need to identify
themselves to the system. In security, authentication allows a
system to identify legitimate users, protecting the system from
attackers.
Users are seen as the ”weakest link” by the security experts
[8]. They are the point at which security policies must be
followed to ensure the system’s security and where human
error enters the picture. The best security mechanisms are
useless if a user has a weak password. Also, it is often hard
for experts to understand the difficulty that average users
have when using most security mechanisms. In one study,
the experts could configure a system in 5 minutes, while the
users took an average of 140 minutes [5]. Therefore, security
experts may favour security over usability, choosing to protect
the system’s resources at the cost of the user’s experience.
In contrast, usability is a field that focuses on ensuring
that interactive systems are easy to learn, effective to use and
enjoyable from the user’s perspective [9]. Its design intends
to make a system easy to use. It considers the safety of
a system in terms of how easy it is for the user to make
irreversible mistakes. This is a common area between security

and usability, since it ensures the integrity of the system’s
resources. However, the main focus of usability is still on
improving the user’s experience.
Some of the major problems in uniting usability and security
were described in [3]. For instance, security is seen as a
secondary goal. Users want to do their job, and are willing
to circumvent security measures in order to accomplish their
primary goals faster. Other problems involve lack of feedback
- users only see the result of their actions in terms of their own
work and how they are personally affected by security policies.
They may not be aware of what is happening behind the scenes
and what weaknesses they may expose to an attacker. Moreover, users lack an accurate mental model of security. In one
study, an employee suggested using his wife’s maiden name
as his password, believing it unlikely that an attacker could
obtain his personal information and deduce his wife’s maiden
name [6]. Security often operates on a ”need-to-know” basis,
assuming that if users know more about a security mechanism
it will be more vulnerable [10]. This kind of thinking leads
to uninformed users. Users are ignorant of the possible tactics
and resources employed by malicious attackers. Furthermore,
users do not understand the significance of their own data if
placed in the wrong hands. They do not believe that an attacker
could do much harm should their account be compromised
[11].
Text-based passwords are used most often as an authentication mechanism, since they are easy and cheap to implement.
Users authenticate to numerous systems leading to a large
amount of different text passwords that they need to remember.
While these passwords were traditionally limited to use in
the workplace, now more than ever users are generating
passwords for personal use, without the guidance of an expert
[2]. Guidelines given to users on password creation often
confuse the matter more. They suggest that passwords should
be memorable, but not easy to guess; they should be as long
as possible, but should never be reused; they should contain
as many special characters as possible, but still be meaningful
to the user. Randomly generated passwords that are assigned
to users are the most secure, but also the hardest to remember
[4]. Users are frustrated by the endless array of passwords that
they need to generate and remember. This leads to security
vulnerabilities and the need for more user-friendly password
authentication.
B. Serious Games
According to [12] the total spend on the digital games
industry in 2010 was $25.1 billion. The industry today is
also diverse, indicating that most people enjoy playing games
regularly. This industry is not only focused on a select group
of ”hardcore” gamers. In 2011 72% of American households
reported playing computer and/or video games. The average
gamer age was 37; 29% of gamers were over the age of 50; and
42% were female. Furthermore, 70% of high-level executives
reported taking daily casual gaming breaks in order to decrease
stress and improve productivity in a recent survey [13]. Most
people play some sort of game as part of their daily lives.

Beyond the measurable growth of the digital games industry, games and their effects have been studied closely. The
psychological benefits of games include better motivation and
less stress. Gaming is less stressful than real work since it is
usually assured that the goals of a well designed game are
achievable - they have been designed to be - and that even
losing is still safe to the player. Games make us feel more
productive, even when we are avoiding real work [13].
Games offer better incentives than the real world [14] and
are designed to provide feedback to players, motivating them
to keep playing. It is therefore much easier for people to know
that they are making progress and achieving something in
games than it is in reality. Experience points, achievements
and cinematic cut-scenes are just some of the ways that players
are rewarded for playing a good game. Games give players
the feeling of blissful productivity - being deeply immersed in
work that produces immediate, obvious results. Players of the
online role playing game World of Warcraft (Wow) will complete numerous “raids”, at the risk of complete failure (which
happens 50% of the time [15]) and an uneven distribution of
rewards in the form of treasure. These raids are also repetitive
and perhaps even tedious. But players pay subscription to be
able to do this repetitive work, because the feedback is instant,
making players feel productive [15]. This is an example of
an intrinsic motivation. Instrinsic motivations drive people by
interesting them in the experience of the task at hand, rather
than counting on an extrinsic rewards such as more money
or a better office. The feeling of doing productive hard work
and gaining life experiences (intrinsic rewards) turns out to be
much more rewarding to humans than money, fame or being
attractive (extrinsic rewards) [16]. Players experience several
other emotions when they are immersed in a game including
bliss, relief, naches (feeling proud of a student), surprise,
fiero (feeling triumph over adversity), curiosity, excitement,
wonderment, contentment and amusement. The three emotions
that are experienced least in games are: sadness, guilt and
embarrassment [17].
The field of serious gaming applies these benefits of game
playing to other problems. Serious games are games used
for purposes other than entertainment [18], [19]. One of the
most popular examples of this is edutainment, or learning
games. These are usually games designed to teach math
and literacy skills to young children. For example, the Khan
Academy evolved from Salman Khan’s desire to help his
cousins learn math. It is a collection of instructional videos that
Khan placed online. The videos correspond to disciplines that
students learn. Khan academy uses knowledge maps where
different skills flow into other skills. If a student has mastered
basic algebra, for instance, he may move onto introduction to
calculus [20]. This kind of skill tree is a concept that is present
in Role Playing Games (RPGs) such as the Diablo series to
guide skill selection when characters level up. Quest to Learn
is another example of serious gaming in education. Quest to
Learn is a school that applies gaming principles to the 6th to
12th grade level [21]. Other non-education examples of serious
games include Chore Wars, an online game that hands out

experience points for doing housework [22]. Another example
is Fold-it, a game that crowdsources human skills to solve a
medical question. It is the player’s goal to find the most stable
configuration of a folded protein, guided by the game’s scoring
system and interface. This is work that is easier for humans to
do than computers. With the data from the game, researchers
hope to gain more knowledge about how proteins naturally
tend to fold, which may help us understand HIV/Aids and
cancer better [23].
Within the broader field of serious games lies gamification.
Gamification uses game mechanics to enhance other systems.
For instance, the website Fitocracy [24] awards players experience points for doing exercise, and suggests quests for players
to perform. These include quests such as ”Go for a jog... Run 1
mile (1.61 km) in under 12 minutes”. Some fitness milestones
are recognised by achievements. Adding gamification to a fitness logging website increases the player’s determination and
rewards their achievements, thereby increasing the persuasive
power of the fitness tool.
Bogost [25] discusses the persuasive power that video
games have, because they form a procedural rhetoric. Rhetoric
is the art of convincing an audience of a point. Verbal rhetoric
convinces using speech, for example a story or a debate,
and visual rhetoric convinces using images, for example an
article on hunger in Africa in National Geographic containing
many photos. Procedural rhetoric uses procedures to convince.
Procedural rhetoric lets the audience experience the steps of
an argument in real time by following a procedure, allowing
them to come to their own conclusions, hopefully the same
as those intended by the author. If a picture is more vivid
than a story, and a movie is even more vivid than an image
[26], then following a well thought out narrative in the form
of a procedure (a game) will be even more vivid and more
convincing. Videogames and their built in procedural rhetoric
are much more convincing than any other format. The players
of a game not only see a convincing image, or read a
persuasive article - they live through the experience and gain
deep insight into what the game represents. This suggests that
a game could be used as a way to persuade users to change
their behaviour, even how they choose their passwords.
C. Persuasive Technology
Fogg [27] describes Persuasive Technology as using technology to influence and motivate people. He describes methods
for making technology more effective by using seven tools.
These tools may be used together or stand alone, but they
generally increase the persuasive power of a technology. These
seven tools have been applied to authentication, for example
in [11], [28], [29], [30]. The tools are:
• Reduction: Simplify a complex task in order to convince
users to perform it. If a person believes performing
the task will be beneficial to them, and there is little
work associated with it, there is a better chance of them
completing it.
• Tunnelling: Put the user on a pre-determined course that
guides their actions step-by-step. Tunnelling also keeps

Fig. 1: Google’s password creation tool
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users from becoming distracted, and creates a captive
audience - they will not easily cancel the process or lose
interest.
Tailoring: Providing information that is most relevant to
the user will ease the computational load of finding the
information themselves.
Suggestion: Offering suggestions at the right moment
increases their effectiveness. People may forget about a
suggestion if it is not relevant to them at that point. The
key to success is creating a decision point at the time
when it’s appropriate to act.
Self-monitoring: Allow people to monitor themselves in
order to change their attitudes and behaviour according
to good feedback. Self-monitoring directs people to take
action when they are slipping from their intended goal.
Surveillance: When people are being watched, they behave differently than they would have alone. Having
someone monitored can increase desired behaviours as
long as the surveillance is overt. Covert surveillance
focuses on punishment while overt surveillance changes
attitudes merely because of the fact that the person is
being monitored.
Conditioning: Rewarding good behaviours persuades people to continue performing them.

Usability in security has previously been improved by employing persuasive technology. For instance, some password
creation tools show a strength rating next to your chosen
password, for instance the Google account creation page as is
shown in Figure 1. This uses the self-monitoring and tailoring
persuasive tools. Chiasson [29] used persuasive technology to
improve the selection of graphical passwords by encouraging
users to avoid frequently chosen areas in the image. Forget
et. al. [28] suggested a Persuasive Authentication Framework
to guide users in selecting and remembering their passwords.
Weirich and Sasse [11] investigate the reasons why users may
act insecurely. They suggest that policies are not set up in line
with what would persuade users to act securely, and that force
will not get users to change their behaviour.
Persuasive technology tools have also been employed in
games. Many games use these tools to increase the usability
of a game. Tutorial levels employ simplification. They guide
the player in figuring out the controls and main dynamics of
the game. Games also use tunnelling tools, by placing the
player on a path that is predetermined by the story. Tailored
and well timed suggestions are offered to the player along
the way. For instance, if a player keeps missing the target
in a first person shooter, the game may suggest “Use the

right mouse button to aim your weapon”. Players can monitor
themselves and take appropriate action to direct their progress.
They can check their experience points to see how far they
have progressed towards a level-up; mini maps to see their
opponent’s location; or health points to indicate when they
might need to take a health potion. Behaviour in-game may
be controlled by surveillance. In multiplayer games, players
are often watched to ensure that they don’t behave improperly
by, for instance, quitting before the game ends to improve their
score, or flaming other players. Conditioning is very often the
main motivator in games. Players are rewarded with scores,
experience points, achievements and treasure. Serious games
and persuasive technologies have the potential to improve
authentication, making it more usable for the average user.
III. D ESIGNING AN AUTHENTICATION G AME
This section discusses theory toward designing games for
authentication. An authentication game should satisfy the requirements for effective authentication and usability by applying gaming principles to these fields. Section III-A discusses
the limitations of applying gamification to authentication and
how it may improve usability, while maintaining the features
of all three fields. Section III-B suggests a game for improving
the memorability of text-based passwords using visual cues,
and finally Section III-C evaluates this based on the theoretical
basis that precedes it.

Fig. 2: Summary of the elements of an authentication game

For the purposes of this paper, we will use the Salen and
Zimmerman’s definition. Therefore in this paper, a game must
have:

A. Framework for an Authentication Game

•

In this section, the qualities of a game, authentication and
usability are taken into account to form a guiding framework
to determine how an authentication game should be structured
to lead to a usable authentication mechanism. This process
may be aided by persuasive technology tools as discussed in
section II-C. Figure 2 is a summary of the relationship between
authentication, games and usability, which is discussed further
below.
Game Elements: Salen and Zimmerman develop a definition
of games as a composite of other definitions [31]. They define
a game as ”a system in which players engage in artificial conflict, defined by rules, that results in a quantifiable outcome”.
Other common features of games in other definitions include
[31]:
• Voluntarism [32], [33], [34]: Games should not be obligatory.
• Inefficiency [34]: Games are about following the rules,
not about achieving the goals as efficiently as possible.
• Boundaries [35], [33]: Games take place in a bounded
time and space.
• Safety [36]: Games are a safe way to experience reality
without endangering yourself.
• Interaction and contest [32], [36]: Players interact with
each other or with obstacles.
• Unbalanced outcome [37], [38], [34], [39], [32]: A player
can win or lose.
• Unprofitable [35], [33]: A game should not result in any
physical profit such as monetary gain.

•
•
•

Rules
Players
Struggle (artificial conflict)
Goals (quantifiable outcomes)

Authentication Qualities: Users are authenticated by any of
three qualities [40]:
•
•
•

Knowledge: Something they know. For instance, a text
based or graphical password.
Ownership: Something they have. For instance, a security
token or bank card.
Inherence: Something they are. For instance, iris or
fingerprint scanning.

Usability Goals: An authentication game should not increase the difficulty of authenticating to a system and should
strive to reach the usability goals defined in [9]:
•
•
•
•
•
•

Effectiveness: Can users do what they wanted to do with
the system?
Efficiency: Can users sustain a high level of productivity
while using the system?
Safety: What is the range of errors that are possible using
the system and can users recover from them?
Utility: Does the system provide the correct functions?
Learnability: Is it easy to learn how to use the system?
Memorability: Is it easy to remember how to use the
system once it has been learnt?

If authentication is done by knowledge, ownership or inherence, how could elements of a digital game be used to test
these qualities?

Since games consist of players who are competing to
achieve some quantifiable outcome, according to a system of
rules, some qualities of a user have to be conveyed in the
game in order to authenticate the user. Therefore, some secret
should be shared between the player and other elements of the
game. In short, an authentication game should test one or more
qualities of the user by utilising one or more game elements.
Examples of game elements that may be shared include: other
players, rules, storylines, goals, outcomes, obstacles, items,
graphics, controllers or input devices, control mappings to
keys, tactics commonly used and style of play or reactions
to events. This is list is not exhaustive - any element in a
digital game may be used for authentication.
Perhaps the player shares a secret with the game (something
the player knows). For instance, only the correct player may
know what the rules of the game are. If only legitimate users
know the rules of the game, and if these rules are different for
each player, only the correct player will be able to complete
the game. Another possibility is if some physical object can
be the key to a puzzle in the game (something the user has).
Only the correct player owns the object, and therefore only
that player can solve the puzzle and therefore be authenticated.
Alternatively, a physical object can be an input device used
to play the game. A Rubik’s cube could be arranged in some
pattern that the user understands - a two-factor authentication
using the cube (ownership) and the configuration (knowledge),
similar to a bank card and pin code. A game could also reveal
some pattern of player behaviour (something the player is). For
example, the game could detect certain tendencies in the way
the game is played. Minesweeper is a good example. Some
players will be more cautious than others when flagging mines,
some players may tend to start the game in the corners, and
some players may tend to move between discovered clusters,
while others will tend to stay in one cluster.
However, only some game elements may be combined
with some authentication qualities. For instance, it would be
difficult to use the game’s narrative to test ownership since
a story does not exist in physical space. Similarly, a game’s
control devices are not inherent to a certain person - it is not
unique to every player and can not be used to test inherence.
However, some game elements could be used to test various
authentication qualities. Players could have a unique narrative,
that reveals patterns of behaviour when they are choosing
storyline options, or they could be the only person who knows
their character’s history in the game. Therefore, the story’s
narrative may test inherence, or knowledge, or both. Figure 3
shows how these game elements and authentication qualities
are related.
B. A Proposed Solution: Memorability Game
Graphical password schemes have been suggested to improve the memorability of passwords as opposed to text-based
username and password combinations [41], [42], [29]. Psychological studies have suggested that humans can remember
graphical passwords more easily than text-based passwords
[43]. This characteristic of images can be used to encourage

Fig. 3: The relationship between games and authentication

users to remember complex passwords. Furthermore, Forget
suggests Password Rehearsal Games to help users remember
their passwords by rehearsing them a few times before they are
used [44]. For instance, Mix-up shows users a jumbled version
of their password, and the object of the game is to reorganise
the letters to form their chosen password. An authentication
game can use this kind of memory aid to encourage players
to remember their passwords and also create more complex
passwords.
In the game Pokemon, players catch and train creatures
called by the same name1 . They battle these in order to gain
points. With enough points the Pokemon evolve into better
versions of the original. For instance, the Pokemon called
Charmander evolves into Charmeleon and then finally into
Charizard as seen in Figure 4. The incentive for the player
to keep playing is to evolve all their Pokemon and catch as
many as possible. The game’s catchphrase is ”Gotta catch
’em all!”. There are currently 646 different Pokemon in the
Pokedex, a list of all the Pokemon in the Pokemon universe2 .
These include strange names such as Marowak, Kangaskhan
and Snorlax. However, players can remember all these names
and their matching Pokemon image.
Considering the massive amount of names that most Pokemon players will learn during the course of the game, an
authentication game that is derived from it could help users
remember similar semi-random names. In this game, the player
chooses a password mascot from a collection of creatures. This
mascot is a small animal that will be given a name. That name
is the password. The password will be an eight character long
computer generated name. This algorithm would be similar
to programs such as pwgen3 which generate pronounceable
1 http://www.pokemon.com/us/pokemon-video-games/
2 http://www.pokemon.com/us/pokedex/
3 http://pwgen.sourceforge.net/

Utility: The system provides the ability to authenticate
and improve passwords.
• Learnability: The system guides the user in choosing
passwords and mascots.
• Memorability: The system reminds users to enter the
mascot’s name, and prompts them to level up their
passwords.
This game also uses several persuasive technologies discussed in Section II-C. It uses reduction by eliminating
the process where users need to choose their own, strong
passwords. It tunnels users by putting them on a course
towards increasing their password strength. It suggests better
passwords to users only once they have mastered their current
password. It allows users to monitor themselves by associating
mascots with levels that indicates their progress and allowing
them to compare against other users on the leaderboard. Users
are conditioned to keep improving their password strength,
because they will be rewarded with an evolved mascot and
better score.
The generated passwords should be robust against brute
force attacks and should not form predictable patterns in
their construction. Should a leaderboard be used, it would
be important not to reveal those users who have the weakest
passwords in case an attacker uses this information to target
their usernames for a brute force attack. It should also not
reveal enough information to enable an attacker to derive a
list of the worst passwords from a list of users and a list of
the best username and password combinations. The altered
algorithm to produce name-like passwords should also not
weaken the randomness of the password generator. Therefore,
any additions to the password should be minimally predictable
and should not shorten the password.
While this is still a text-based password system, it illustrates
the possibilities of using gamification in authentication and
how it may be achieved.
•

(a) Level 1: (b)
Level
Charmander
Charmeleon

2:

(c) Level 3: Charizard

Fig. 4: Example of Pokemon evolution using Charmeleon

random passwords. These passwords are extremely robust
against dictionary attacks. Examples of generated passwords
from pwgen include words such as noobaida, yieheehe and
oomongai. Words like these can be slightly altered to make
them sound like names for the mascots. After a certain amount
of successful login attempts, the mascot evolves. When the
mascot evolves, it receives a new, longer name as a password
and a new appearance. The player’s reward for consistently
using and remembering the mascot’s name is an upgrade to
their mascot. The mascot’s appearance can be published online
to the user’s peers on a social networking site, or a workplace
could have leaderboards for the ”most evolved” password.
This solution can be combined with other existing solutions,
including password managers such as LastPass4 in order to
reduce the number of passwords that need to be remembered.
C. Evaluation
The suggested solution is a knowledge based authentication
mechanism, meant to improve the quality and memorability
of text passwords. It uses all the game elements.
• The players choose mascots and enter passwords to
progress in the game.
• The rules of the game are that the player’s mascot must
have a generated name and may only be evolved once a
password has been correctly entered multiple times.
• The goal of the game is to have a highly developed
mascot and to increase its level.
• The artificial struggle engaged in exists between different
players. A leaderboard provides encouragement to players
to improve their scores and creates conflict to achieve the
top score. On a higher level, the struggle is to consistently
enter the correct password. The struggle should increase
in difficulty as the game continues to keep players interested. The increasingly difficult password could provide
this kind of engagement.
The proposed game also reaches the usability goals.
• Effectiveness: Users can authenticate by entering a password, and it does not add additional difficulty to the
process.
• Efficiency: The system adds efficiency since users do not
need to think up complex passwords of their own.
• Safety: Users are not able to choose weak passwords.
4 http://www.lastpass.com/

IV. C ONCLUSION
Gamification and persuasive technology tactics have a place
in improving user behaviour with regards to authenticating. If
users can be encouraged to act more securely a culture of security conscious users can be created, improving users’ mental
model of what constitutes secure behaviours in computer systems. Further work will focus on developing a game that does
not rely on text-based passwords as a basis. The suggested
game is closer to a memory aid than an authentication game.
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