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Abstract
Privacy policies do not really seem to guarantee the protection of personal information. As individuals are
getting more and more concerned about the protection of their personal data, the authors propose privacy contracts
as a solution. A privacy contract constitutes a set of legal agreements between an individual and an organisation
and as such should be enforceable by law.
This paper extends the notion of privacy contracts. The paper discusses privacy contracts in the context of a
privacy protection framework that also includes the management of privacy policies and the enforcement of policies
and contracts.
The authors conclude with a comprehensive privacy protection framework built on the fundamental tenets of
privacy contracts. Privacy contracts enable the individual to customise his/her personal information on a finegrained level of detail. Subsequently the individual has more control over his/her personal information.

1. Introduction
Every individual has the right to privacy. This right to privacy is recognised in the privacy legislation of many
countries [1, 2, 3]. Privacy rights comprise both the rights each person is entitled to expect and protect, and the
obligations of organisations and others to respect these rights [4].
As an ever-increasing number of privacy violations surface in literature, individuals are becoming more and
more concerned about the privacy of their personal information [5]. These concerns might lead to a situation where
the clients do not trust the organisation any more [6, 7] and take their business elsewhere [8].
In an attempt to ease the privacy concerns of their clients and to adhere to new legislative measures,
organisations publish privacy policies, stating what they would or would not do with the personal information of their
clients. However, simply publishing privacy policies is not sufficient to convince potential clients to disclose their
personal information to the organisation. In the context of this article, a privacy policy is one or more statements that
a data controller (for example an organisation, enterprise, or any institution or public body that handles data) makes
to a data subject (the individual or person whose data will be handled) stating how the data controller will handle the
personal information of the data subject.
The primary question that has to be answered is therefore: What could organisations do to ensure that their
clients trust the organisation to protect their personal information against potential misuse? More specifically, how
can the personal information of an individual be protected against privacy violations in a relational database, while at
the same time allowing business processes to be performed on the same personal information? Agrawal et al. [9]
suggest that databases must take responsibility for the privacy of data as a fundamental tenet and that such databases
should be called Hippocratic databases. Within the context of this article the question that is raised is: how could the
Hippocratic database be enhanced to protect personal information stored in a relational database?
The second question is: How can clients exercise privacy preferences and as such have control over their
personal information? More specifically, how could the perception that individuals view privacy differently be
incorporated into the solution? How can guarantees (and subsequently trust) be instilled between individuals and
those that need to access their personal information?
Although some work has already been done on Hippocratic databases [9, 10, 11], the main aim of this paper is to

develop a Hippocratic privacy protection (from now on referred to as HPP) framework that could be used to protect
personal information stored in relational databases. Our framework will allow the individual or data subject through
personalisation the freedom (although not totally) to decide what could be done with his/her personal information
stored in the relational database. At the same time the data controller must be allowed (see Section 3.4) to perform
business transactions as required to run the business.
As an initial solution to the problems relating to privacy policies, individual privacy contracts were proposed
[12] and eventually incorporated into our HPP framework. A privacy contract is a concrete and legal manner
through which to contest privacy breaches, should any occur.
The personalisation of privacy contracts is realised through the concluding of privacy agreements on different
levels. People have different perceptions about privacy as stated by Ishitani et al. [13]. Based on these perceptions,
one can argue that data subjects require their personal information to be treated in different ways. These perceptions
induced the ‘concept of agreements to be consented to at different levels of privacy as preferred by each data
subject’. Although contracts might lead to more personal interaction on behalf of the data subject, some data subjects
might view the conclusion of a contract as too much of an effort. As a compromise data subjects have to choose
between four different levels of privacy ranging from level 0 (mandatory level) to level 3 (advanced level) (see
Section 3.3.6).
Although the data subject can choose the level of privacy preferred, the choice is limited. Distinction is to be
made between mandatory and optional transactions, and mandatory and optional purposes. Mandatory transactions
are transactions without which the data controller cannot run his business. The data subject must conclude a privacy
agreement for each mandatory transaction otherwise no optional transactions could be performed against the
database. An optional transaction is a transaction that is not mandatory. Every transaction has one or more purposes
for which the transaction may be used, as defined in the privacy policy of the data controller. When consenting to
any transaction, the data subject must consent to all mandatory purposes (if any) relating to the specific transaction
otherwise the data subject is not allowed to perform the specific transaction. In contrast to mandatory purposes, an
optional purpose is a purpose that is not absolutely necessary for the day-to-day running of the business, but it might
be to the benefit of the data controller or the data subject if the data related to a transaction could be used for the
specific optional purpose. Therefore a data subject may or may not consent to an optional purpose.
Every data subject has to enter into a privacy contract (consisting of privacy agreements) with the data
controller, otherwise no transactions can be performed by the data controller or between the data controller and the
data subject. A data subject must consent to a privacy agreement before the data controller can use the data of the
transaction associated with the agreement.
Two interacting parties could only respect and trust each other if mutual trust, based on a clear set of principles,
has been established between them. Various sources in literature were found that list data protection principles.
These sources were studied and an extended set of principles proposed [14]. The concept of a revised Hippocratic
database was proposed into which this extended set of Hippocratic principles was incorporated and eventually
modelled through an entity relationship diagram (ERD).
In order to have an overall view of the privacy protection framework (that includes privacy contracts), it is
necessary to review the ERD that was developed.
The remainder of the paper is structured as follows. Section 2 discusses work related to Hippocratic databases
and the principles they are modelled on as well as some earlier work based on privacy contracts [12]. Section 3
distinguishes between the three main components (identified as packages) of the framework and presents a brief
description of each package followed by a more detailed discussion of the packages. The paper ends with a summary
(see Section 4) and some concluding remarks.

2. Related work
As already stated, Agrawal et al. [9] suggest that databases must take responsibility for the privacy of data and
and that such databases should be called Hippocratic databases. Originally, Hippocratic databases were built upon
ten principles (from now on referred to as Hippocratic principles) that might become the founding principles to
protect and manage personal information that reside in databases. These principles define what a data subject could
expect from a database that claims to be Hippocratic. But again, promises and expectations are not good enough to
guarantee privacy protection and “Technology can’t create trust where society sows doubt and disbelief, it can only
hope to minimise the risk” [15]. Thus, in order to minimise risk further, privacy contracts incorporate these
Hippocratic principles. Further discussions in the remainder of this paper will indicate how these principles support
privacy contracts.
The most significant difference between privacy contracts and Hippocratic databases is that privacy contracts are

primarily based on transactions as opposed to Hippocratic databases that are purpose-driven [9]. In the context of
this paper a transaction is defined as any kind of interaction or action (for example view, display, print, add, modify,
delete, audit) that is performed on the personal information (stored in a relational database) of the data subject either
by the data subject or the data user (a data user is the person who is authorised to handle the personal information of
the data subject). The reason why privacy contracts are associated with transactions is, because whenever a
transaction is performed, the transaction is performed on a certain subset of the personal data of a data subject. Once
a data subject has consented that the data controller may perform the specific transaction, only then might the data
subject consent to one or more specific reasons why the transaction may be performed on his/her personal
information.
Consent associated with a transaction (performed for a specific reason) is supported by five of the Hippocratic
principles namely: Purpose Specification (purpose is associated with the stored information by consenting to the
transaction that uses the stored data), Consent (data subject has agreed to the purposes associated with the
transaction), Limited Collection (only data needed by the transaction, for the purpose consented to, will be stored),
Limited Use (stored information can only be used by the transactions consented to) and Limited Disclosure (stored
information can only be disclosed through disclosing transactions consented to).
The Hippocratic Principle of Safety (i.e. personal information should be protected by security safeguards against
theft and other misappropriations) should be addressed as a security issue and is not within the scope of this paper.
The rest of the Hippocratic principles not listed here are addressed at later stages when more appropriate.
Massacci, Mylopoulos & Zannone [11] argue that the Hippocratic database as proposed by Agrawal et al. lacks
three major principles namely hierarchies of purposes, delegations of tasks and authorisations, and the minimal
disclosure of private information. The authors agree that the principles of ‘Hierarchies of Purposes’ and ‘Delegations
of Tasks and Authorisations’ are covered at the level of detail that they should be, but argue that the principle of
‘Minimal Disclosure of Private Information is adequately covered.
The architecture of the Hippocratic database (HD) as published by the IBM Almaden Research Center [16]
involves three main components namely: the specification of the company’s privacy policy in a ‘privacy language’;
the ability of users to specify their privacy preferences; and secure querying capabilities to enforce corporate privacy
policies against users’ preferences. Ashley, Powers & Schunter [17] proposed a similar framework for enterprisewide privacy management. Although their first three components match those listed as published by the IBM
Almaden Research Center, two additional components were listed that are incorporated in our proposed framework.
These additional two components are the creation of an audit trail of access to privacy sensitive information and the
generation of enterprise wide and individualised reports that show accesses to privacy sensitive information and
conformance to the governing privacy policy. We integrated these last two components into our proposed HPP
framework and do not describe them as separate components.
Our proposed HPP framework is similar to the architecture of the IBM Almaden Research Center in its general
structure. Both the HPP framework and the IBM architecture are based on the fundamental concept that databases
should take responsibility for the protection of personal information. However, our proposed HPP framework
involves three main components: the management of privacy policies; the management of privacy contracts; and the
enforcement of privacy policies and contracts. The main difference between our proposed framework and the
original Hippocratic database is that the Hippocratic database is based on purposes, while our proposed framework is
based on privacy contracts and privacy agreements, which are directly associated with database transactions.
The next section describes the proposed Hippocratic Privacy Protection Framework. Section 3.1 gives an
overview of the revised Hippocratic database, while the subsequent sections describe the three main components of
our HPP framework in more detail.

3. Privacy protection framework
The aim of this section is to introduce our proposed Hippocratic Privacy Protection (HPP) framework in order to
protect the personal information stored in relational databases. This framework must enable the individual the
freedom (although not totally) to decide what is allowed to be done with his/her personal information stored in the
relational database. In addition, the data controller must be able to perform transactions as required to run the
business. The primary question that has to be answered is therefore: How can the personal information of an
individual be protected against privacy violations in a relational database without restricting the normal execution of
database transactions or queries?
In answer to the stated question, a privacy protection framework was developed. A data model that supports the
creation of privacy contracts based on the privacy rules is embedded in the ERD (see figure 1). Algorithms were
developed in pseudocode to demonstrate how the privacy contracts are generated from the privacy policies and how

these privacy contracts and privacy policies are enforced when transactions are performed on personal information
stored in the relational database.

3.1. Revised Hippocratic Database
This section extends the concept of a Hippocratic database to a comprehensively revised Hippocratic database
(our HPP framework) based on the extended principles (see Table 1) as proposed by Oberholzer & Olivier [14]. As
most personal information or transactional data relating to an identifiable individual are generally stored in relational
databases, an entity relationship diagram (ERD) has been developed in order to model these principles as metadata.
The ERD (showing the entities, their attributes, and relationships) on which the proposed principles were mapped,
can be seen in figure 1.
Transactions and their related purposes, based on the revised Hippocratic principles, were used to propose
privacy contracts as an extension to privacy policies to protect the personal information of data subjects stored in
relational databases [12]. As a privacy contract is based on privacy agreements between a data controller and a data
subject, the privacy contract should be legally binding and enforceable. The data subject has control over what
information may be used for what purpose when performing a specific transaction. Although the enforcement of the
privacy contract resides with the data controller, data subjects exercise control over their personal information as they
consent to specific transactions performed on their personal data for specific purposes. In order to perform a
transaction on the data of a data subject, the data subject must consent to the data controller’s use of the data
associated with the specific transaction. The data controller still has to define its internal privacy policies, as the
agreements of a privacy contract are based on and extracted from the installed privacy policy of the data controller.
Following is a description of the entities used to model the data (see figure 1) and the concepts on which the
revised Hippocratic database was developed including a brief description of the concepts that privacy contracts are
based on. The entity names are printed in italics. As these entities were implemented through algorithms that were
grouped into the three main components (referred to as packages from now on), the entities will be referred to as
tables from section 3 onwards.
Although Hippocratic databases are purpose-driven, our revised Hippocratic database is based on contracts,
agreements and transactions. A privacy contract is based on a minimum set of mandatory privacy agreements
(directly associated with transactions) without which any privacy contract could not exist. In addition to the
mandatory privacy agreements, optional privacy agreements could be added when required by the data subject.
Without a privacy contract no transactions can be performed by the data controller or between the data controller and
the data subject.
Data subjects and data users interact with the database through transactions. We distinguish between mandatory
and optional transactions where a mandatory transaction is defined as a transaction without which the data controller
cannot perform any business functions. An example of a mandatory transaction might be to ‘Capture Credit
References’. When the data subject needs to open an account, the subject has no other choice than to consent to this
mandatory transaction, otherwise no account can be opened. An example of an optional transaction might be to
‘Capture Home Address’ because the transaction is not really necessary in order to conduct business. Whenever a
transaction is performed, the transaction is performed on a certain subset of the personal data of a data subject. Once
a data subject has consented that the data controller may perform the specific transaction, only then might the data
subject consent to one or more specific reasons or purposes why the transaction may be performed on his/her
personal information. Transactions and purposes are associated through transactional_purposes. A purpose must be
identified as either a mandatory or an optional purpose. The transaction ‘Capture Credit References’ might have a
mandatory purpose ‘To Verify Credibility’ and an optional purpose ‘To Share With Third Parties’. The subject may
or may not consent to the optional purpose, but must consent to the mandatory purpose.
A transaction is limited to what data (columns related to tables and associated to a transaction through
transactional_column) might be used. For example, for the transaction ‘Capture Credit References’ the columns
company, clientnr, and credit_status might be used.
People have different perceptions about privacy as stated by Ishitani et al. [13]. Based on these perceptions, one
can argue that data subjects require their personal information to be treated in different ways. These perceptions
induced the ‘concept of agreements to be consented to at different levels of privacy as preferred by each data
subject’. Privacy agreement levels are defined at levels 0,1,2, or 3. The motivation for the four levels is based on
two arguments, and because an agreement directly relates to one transaction, the arguments will be stated in terms of
transactions and not agreements. The first argument is that central to the privacy protection framework a distinction
has to be made between mandatory and optional transactions - thus an initial need for two levels or categories.
Regarding the level of optional transactions, data subjects have the opportunity to exercise some choices. Based on

the different perceptions that data subjects have about privacy and the protection of personal data, Westin [18]
divided data subjects into three groups or categories namely the privacy fundamentalists (usually unwilling to share
information freely), marginally concerned (willing to share information), and pragmatic majority (people fitting
somewhere between the other two groups). Each of these groups is then assigned a level. Therefore four levels are
needed – one level (0) for mandatory transactions and three levels (1,2,3) for optional transactions.
The minimum set of mandatory transactions (referred to earlier), are defined at privacy level 0. Marginally
concerned data subjects may prefer privacy agreements (based on fair information practices) defined at level 1. For
every optional transaction, the data subject can decide what level of privacy is preferred for the specific transaction to
be performed on his/her data. These perceptions are represented by entities ATP2 and ATP3. The entity ATP2
defines privacy agreements consented to at privacy level 2. Level 2 agreements give the pragmatic data subject the
choice to consent to optional purposes that a transaction may be used for at level 2. At privacy level 3 the privacy
fundamentalist can decide which attributes as defined in entity columns can be used for the specific transaction that
was consented to at level 2 for a specific purpose. These privacy agreements are represented by entity ATP3.
Each time a data user accesses an agreement reached between the data subject and data controller, the access is
logged in agreement_audit_log for auditing purposes.
Data users are authorised for specific access_kinds through the association transactional_user on a transaction.
The revised Hippocratic database also provides for the specification of the privacy_laws that a specific
transaction must adhere and relate to (see entity transactional_law). Privacy_breach_resolutions are also
incorporated to inform the data subject what steps could be taken if a privacy breach has occurred and how the data
controller will handle such privacy breaches.
Now that we have introduced the data model by describing the entities that belong to the ERD (see figure 1) we
can focus our attention to the main components of our proposed Hippocratic privacy protection framework. The HPP
framework is partitioned into three packages, each of which addresses a particular component of the framework. The
first package named MANAGE_PRIVACY_POLICIES (see Section 3.2) is mainly used to implement the privacy
policies defined by the data controller. The second package named MANAGE_PRIVACY_CONTRACTS (see
Section 3.3) enables the creation and manipulation of a single privacy contract for every data subject that needs to
interact with the data controller. It also allows for the individual customisation of the privacy contract through
privacy agreements concluded for a transaction by the data subject.
The third package named
ENFORCE_POLICIES_AND_CONTRACTS (see Section 3.4) protects the personal information of the data subject
through enforcement of the customised privacy contract that belongs to the specific data subject, while at the same
time enforcing the privacy policies. This package includes algorithms to be used when personal or business
transactions are processed and the obligations to be performed when the data controller updates a privacy policy.
The following subsections describe and discuss these packages in more detail.

3.2. MANAGE_PRIVACY_POLICIES
From an organisational point of view, a data controller normally publishes a general privacy policy stating how
personal or private information of the data subjects will be handled. In addition to the privacy statements proclaimed
by the data controller, data subjects sometimes have the opportunity to opt-in or opt-out from certain uses of their
personal information, but these opportunities are limited and do not allow for fine-grained levels of choices or
consent. In addition, privacy policies might be misleading [19], they are too lengthy and written in a legalistic way
that is both difficult to comprehend (Kobsa, as cited by [20]) and boring to read [21]. Many Internet users consent to
these policies without reading them by just clicking on the ‘I agree’ or ‘OK’ button simply in order to be able to
continue with the session or transaction.
This package mainly consists of two components namely INSTALL_PRIVACY_POLICIES and
MAINTAIN_PRIVACY_POLICIES.
3.2.1. Install privacy policies
Privacy policies are installed after they have been defined by the data controller. Installation consists of an
automated process that creates the relational tables needed for the policies, contracts, and audit logs, followed by
addition of privacy policy elements as well as associations between transactions and some of these policy elements.
The addition of privacy policy elements as well as associations between transactions and some of these policy
elements is realised through SQL ‘Insert’ statements.
3.2.2. Maintain privacy policies
Maintaining privacy policies consists of adding, modifying, and deleting privacy policy elements and

associations between policy elements. The adding, modifying, and deleting relates respectively to the SQL ‘Insert’,
‘Update’, and ‘Delete from’ statements while enforcing database integrity constraints simultaneously. Before an
element or association can be added a check is performed to verify that such an element or association does not
already exist. The elements that can be added are kinds of access (read, modify add, delete), columns that belong to
a specific table, privacy laws, purposes, privacy resolutions (in case of a privacy breach), tables, transactions, and
data users. The associations of transactions with purposes, columns, privacy laws, and data users are also handled by
adding the associations as privacy policies and are also stored and maintained in relational database table structures.
When adding a new transaction, it is critical to distinguish between mandatory and optional transactions. If the
transaction is mandatory, then all existing privacy contracts must be frozen (see attribute frozen in entity contract) .
This means that data subjects with existing privacy contracts must first consent to the new transaction (policy) that
has been added before the subjects would be allowed to commence with any other transactions against the database.
If the data subjects do not consent to the new mandatory transaction, their privacy contracts will stay frozen,
otherwise their contracts will be unfrozen and they would be able to commence with transactions against the database
as before. The data controller will only be able to handle data according to privacy agreements of contracts that are
not frozen. For those contracts that are frozen, the data controller will only be able to handle data according to
privacy agreements that were cocluded before the date when the new mandatory transaction was added or modified.
When adding a new association between an optional transaction and a mandatory purpose all existing contracts
that include this optional transaction must be frozen. The data related to this transaction may not be used for this
purpose, because the data subjects whose contracts include this transaction have not yet consented to the new
mandatory purpose.
When adding an association between a data user and a transaction, one has to specify the kind of access. A
prerequisite is that only a privileged data user (for example the chief privacy officer), who is authorised to manage
other data users, may perform this algorithm.
Deleting a column from a privacy policy entails the removal of the policy from the relevant table(s) and deleting
from each privacy contract the privacy agreements associated with the specific policy. The data controller will not
be able to perform any transactions on those privacy policies and corresponding privacy agreements that have been
deleted. As the deletion of a privacy agreement does not affect the data subjects negatively, data subjects need not be
informed that the policy has been deleted. Deletion of the associated privacy agreements from the privacy contracts
of the data subjects affected, will only be logged in table agreement_audit_log for reference or auditing purposes.
Deleting a purpose induces several chain reactions. If the agreement for the transaction associated with this
purpose is at level 3, then ATP3 and ATP2 agreements have to be deleted from those contracts. If the specific
contract still has other purposes for the same transaction in ATP3, then the level stays at 3, otherwise the level must
be changed to 1. If the agreement for the transaction associated with this purpose is at level 2, then ATP2 agreements
have to be deleted from those contracts. If the specific contract still has other purposes for the same transaction in
ATP2, then the level stays at 2, otherwise the level must be changed to 1. ATP2 agreements have to be deleted (if
any) that include the purpose to be deleted. Following these steps, the transactional purposes containing this purpose
must be deleted. Only then can the specific purpose be deleted from the privacy policy. While all the deletions listed
above are taking place, logs must be kept for auditing purposes.
When deleting a transaction from the privacy policy of the data controller, all privacy contract agreements that
include the specific transaction must be deleted and logged for auditing purposes. All associations between the
specific transaction and related policy elements must be deleted and logged for auditing purposes. Only then can the
transaction be deleted.
However, modification of a policy is not simple. If a mandatory transaction is modified all existing privacy
contracts are affected, but new privacy contracts will be handled as if the policy always existed. As soon as an
existing privacy contract is authenticated, it must be determined whether any policy associated with a mandatory
transaction has changed. For every modified policy associated with a mandatory transaction, the data subject must
be informed about the modification, and the data subject must consent to the modification. If the data subject does
not consent to the modification, the privacy contract of the data subject must be frozen and no more transactions can
be performed by the data subject.
The mandatory status of a transaction can be changed to mandatory or not mandatory (or optional). When
changed to not mandatory, one has to log the change to the audit log of the privacy policies. However, when
changed to mandatory, all affected contracts (those contracts that do not have an agreement for the specific
transaction) must be frozen and logged for auditing purposes in the audit log of the privacy contracts.
To conclude, IT developers are not legal professionals and might find it difficult to interpret and implement all
the legal and regulatory requirements required by law to protect personal information. Therefore, teams of privacy
professionals and legal administrators should collaborate with IT developers to embed the most applicable privacy

legislation and regulations in the definition of privacy policies and statements to be enforced through privacy rules
into business applications.

3.3. MANAGE_PRIVACY_CONTRACTS
This section introduces a privacy contract composed of a number of formally signed (electronic, digital, or
handwritten) privacy agreements between a data controller and a data subject. As the composition of the privacy
agreements constitutes a contract, the privacy contract should be legally binding and enforceable. The data subject
has control over what information may be used for what purpose when performing a specific transaction. Although
the enforcement of the privacy contract resides with the data controller, data subjects exercise control over their
personal information as they consent to specific transactions performed on their personal data for specific purposes.
At any time data subjects can view all changes made against their privacy contracts as well as view all disclosures of
their privacy agreements. This information can be retrieved from table agreement_audit_log.
The concepts discussed in the following subsections (see Section 3.3.1 to 3.3.8) mainly relate to privacy
contracts. The algorithms that were developed for this package address issues of security and privacy, contracts,
transactions, purposes, perceptions, agreement levels, authentication, and maintenance of privacy contracts. As these
concepts are closely related, their discussion logically follows next.
3.3.1. Security and privacy
While security addresses the issue of protecting data against unauthorized disclosure, alteration, or destruction
[22:504], privacy is generally accepted as the right to protect one against unwanted publicity or the right to be left
alone.
In 1967, Alan Westin defined informational privacy (as cited by [23:205]) as ‘the claim of individuals, groups,
or institutions to determine for themselves when, how, and to what extent information about them is communicated
to others’, whether the information might be electronically stored, verbally communicated, or in written or printed
format. Significant from this definition are the issues of ‘determining for themselves, when, how, and to what
extent’. The issue of ‘determining for themselves’ directly relates to the Principle of Consent [9] stating that data
subjects should have a choice with regard to the use of their personal information. Inclusion of the word ‘when’
could relate to reasons why personal information are used, whether it will be to stored, processed, disclosed or
shared. The words ‘what extent’ could relate to the Principle of Limited Use when information is revealed while
privacy is preserved at the same time.
The idea or concept of a privacy contract was partially derived from a statement that Lau et al. [15] made when
they stated that since no universal policy is appropriate for all users, designers must provide users with some means
of specifying their own individual privacy policies. This means that data subjects not only have to consent or
withhold consent to what is presented or promised to them, but data subjects must be able to customise their privacy
preferences at an individual level (see Section 3.3.6). The concept of individual privacy policies, combined with the
principles of Hippocratic databases, culminated in the concept of privacy contracts.
Privacy contracts are not the same as privacy policies, but are extensions of privacy policies. As an extension to
privacy policies, each privacy contract is based on these privacy statements as defined by the data controller in the
privacy policy of the organisation. It should be evident that before any privacy contract can be established, the
privacy policy must first be defined and installed by the data controller.
Privacy contracting is based on database privacy where the definition of informational privacy is narrowed down
as the personal and private information of individuals as electronically stored in databases. Personal information is
information that is generally known about a person, for example the first name and surname, gender, address, and
telephone number of a person. Private information is information that is not generally known about the person, for
example the HIV status of the person, or monthly income.
As already stated, this paper is concerned with database privacy and it should, therefore, be clear that the
security of the database must be intact – if security fails, database privacy would not be possible. A data user must
be authenticated, then authorised, and then allowed to access personal and private information of individuals who
saved their consent with certain conditions. While both security and privacy rules and procedures must be established
and adhered to by the data controller, individuals whose information is stored in the database do not have any part in
the security of the database and will have to rely on the measures implemented by the data controller, otherwise
individuals will have to opt-out from the transaction.
In cases of both security and privacy, it is necessary that audit trails be kept of all accesses to personal and
private information. In the case of security, an audit trail might indicate that someone has tampered with the
database. In the case of privacy, an audit trail might indicate that the data controller or an authorised data user has

not honoured the privacy preferences as indicated by a data subject. Typical information recorded for auditing
purposes might include the transaction (or query) that was performed, the user that performed the query, date and
time of the query, and the reason for the transaction.
3.3.2. Privacy contracts
As stated earlier, a privacy contract consists of a minimum number of mandatory privacy agreements. In order
to perform a transaction on the data of a data subject, the data subject must consent to the data controller’s use of the
data associated with the specific transaction. This is done through the establishment of a privacy agreement
associated with the specific transaction. As already stated - before any transaction can be performed, a privacy
agreement associated with the specific transaction must exist, or otherwise a privacy agreement must first be
established. Central to the concept of privacy contracts is the distinction between mandatory and optional
transactions.
3.3.3. Transactions
As already stated, mandatory transactions are transactions without which the data controller cannot run his
business. The data subject must conclude a privacy agreement for each mandatory transaction otherwise no optional
transactions could be performed against the database. An optional transaction is a transaction that is not mandatory.
It depends on every data subject whether to perform such an optional transaction or not. As soon as the data subject
has consented to all mandatory agreements the subject can set privacy preferences for any optional transaction(s)
through the closing of an optional privacy agreement associated with each of the specific optional transactions.
However, closing of an optional privacy agreement depends on the data subject to consent to the optional transaction
at any time, as long as consent is given before the optional transaction is performed, otherwise the optional
transaction would not be possible.
3.3.4. Purposes
Every transaction has one or more purposes for which the transaction may be used, as defined in the privacy
policy of the data controller. A purpose may be mandatory or optional. When consenting to any transaction, the data
subject must consent to all mandatory purposes (if any) relating to the specific transaction otherwise the data subject
is not allowed to perform the specific transaction. In contrast to mandatory purposes, an optional purpose is a
purpose that is not absolutely necessary for the day-to-day running of the business, but it might be to the benefit of
the data controller or the data subject if the data related to a transaction could be used for the specific optional
purpose. Therefore a data subject may or may not consent to an optional purpose. A data controller is allowed to use
the data relating to a transaction only for the purposes that the data subject has consented to. These purposes
consented to by each data subject are saved in the database.
3.3.5. Privacy perceptions
It has already been stated that people have different perceptions about privacy [13]. Some individuals might
view a specific act as an invasion of their privacy, while other individuals view the same act as acceptable, and some
individuals might not even be aware that they are eroding their own privacy. Based on these perceptions, one can
argue that data subjects require their personal information to be treated in different ways. These perceptions induced
the concept of agreements to be consented to at different levels of privacy as preferred by each data subject - for
every optional transaction, every data subject can decide what level of privacy is preferred for the specific transaction
to be performed on his/her data.
Before a data subject can request a specific transaction to be performed on his/her data, or before a data
controller can perform a transaction on the data of the data subject, the data subject must already have entered into a
privacy agreement associated with the specific transaction. As these agreements would be enforced (through privacy
contracts) according to the privacy framework (see Section 3.3) it enables data subjects to exert control over their
personal information.
3.3.6. Privacy agreement levels
As already stated, privacy agreement levels are defined at levels 0, 1, 2, or 3. Mandatory transactions are
defined at privacy level 0 and their corresponding privacy agreements must be included in the privacy contract of
every data subject. A data subject must consent to all mandatory transactions, otherwise a privacy contract cannot be
concluded and no transactions can commence. Furthermore, every mandatory agreement must be consented to before
any other optional transactions can be consented to and/or performed.
Data subjects must specify their own preferred privacy level for every optional transaction. Based on the

different perceptions that data subjects have about privacy and their different levels of privacy awareness, optional
transactions can be consented to at privacy levels 1, 2, or 3 and are stored in table agreement.
Privacy agreements at level 1 (standard level) aim to support the category of marginally concerned data subjects
in protecting their personal information based on fair information practices. In addition to the mandatory transactions
defined at privacy level 0, optional transactions can be consented to at privacy level 1. Optional transactions
consented to at privacy level 1 are associated with mandatory purposes only. No opt-in or opt-out choices are
available, except for the choice whether to allow the data controller to use or not to use the data of the optional
transaction for the consented mandatory purpose(s) as specified in the privacy policy of the data controller. Thus,
level 1 provides a take-it-as-it-is-or-not option for every optional transaction.
Privacy agreements at level 2 (medium level) are stored in table ATP2 and aim to support the pragmatically
concerned data subjects. In addition to mandatory purposes that might be defined for an optional transaction,
optional transactions at this level provide data subjects with the choice of opting-in or opting-out of optional
purposes relating to each optional transaction. The data controller may use the data on which the optional transaction
is performed only for the purposes that the data subject has consented to, whether these purposes are mandatory or
optional.
At level 3 (advanced level) the privacy model aims to support the privacy fundamentalists. These agreements
are stored in table ATP3. In addition to the support that level 2 provides to data subjects, at level 3 data subjects
could specify for each optional transaction and for each related optional purpose consented to, what data the data
controller may or may not use for that specific optional purpose. Because the purpose is optional, it is the prerogative
of the data subject to decide what data pertaining to the transaction may or may not be used.
3.3.7. Authentication
The management of privacy contracts mainly consists of authenticating privacy contracts, creating privacy
contracts, updating privacy contracts, viewing and printing privacy contracts, and support for the auditing of privacy
contracts.
Each time a data subject interacts with the data controller the first step is to authenticate the data subject - the
objective is to verify that the data subject has a privacy contract and that the contract belongs to the specific data
subject and not to anybody else. As soon as the data subject has been authenticated and it has been determined that
the contract is active (see the attribute active in table contract), the data subject must choose the transaction to be
performed. Active contracts are contracts against which database transactions (those agreed to) may be performed.
3.3.8. Maintaining privacy contracts
Creation of a privacy contract mainly consists of three steps: initialising the contract, consenting to mandatory
agreements, and compiling the contract (including the privacy agreements consented to). During initialisation of the
contract a contract number and password are assigned to the data subject and the status of the contract is set to
‘active’. Instead of consenting to a long list of policy statements that cover the whole spectrum of ways the personal
information of the data subject will be protected, the data subject initially only has to consent to a small number of
mandatory agreements when creating a privacy contract. When the data subject has consented to all the mandatory
agreements, the contract is created. Thereafter, privacy agreements can be entered into with regard to the optional
transactions.
As soon as the privacy contract has been created, a copy of the contract (including all mandatory agreements and
optional agreements, if any) is compiled and signed. At any later stage the data subject has the opportunity to add,
modify, view, or print the privacy agreements again.
Whenever a data subject requires a transaction to be performed, the first step is to verify that a privacy
agreement related to the specific transaction does exist. If the agreement does not exist, an agreement could be
added.
It might happen that a privacy agreement must be modified where the data subject wants to lower or increase the
level of the privacy agreement. When the level is to be lowered, higher-level fine-grained detail must be deleted.
When the level is to be increased, higher-level fine-grained detail must be added (see Section 3.3.6). However, it is
also possible that the level stays the same, in which case optional purposes may be added or deleted from level 2, or
data items added or deleted for a specific purpose at level 3.
When privacy agreements are to be deleted, care must be taken that no mandatory purposes are deleted at level
2, or no mandatory transactions are deleted from level 0. The Principle of Retention (data is kept as long as is
necessary) is adhered to through the option to delete privacy agreements and the setting of the status of a privacy
contract.
It must be noted that whenever the data controller makes any changes to the privacy policy, all affected privacy

agreements stay as they are until consent has been given for the changed (new) agreements. The issue of changing
privacy policies is handled by the component that manages privacy policies, and getting renewed consent is handled
by the package that enforces privacy contracts (see next Section).

3.4. ENFORCE_POLICIES_AND_CONTRACTS
Conflict in privacy practices occurs when data subjects have to reveal personal information, while they want to
preserve their privacy at the same time. Miller [24] asks how much information data subjects will be willing to
sacrifice for the convenience of using the Internet and customising Internet-related services according to their
personal preferences.
However, this trade-off between privacy and convenience is not only related to the world of the Internet, but also
to the real world of brick-and-mortar companies and data being stored in relational databases. In order to open an
account, you not only have to supply personal information like your home address, but also very private information
like your banking details and gross income. This information is needed in order to approve or deny the application.
Eventually, the data subject still has the choice either to disclose all the information or not to have the convenience of
an account.
Another view of this problem of revealing information while protecting privacy is that of authorising data
controllers to process personal information of data subjects for certain purposes or reasons. The problem is not really
the issue of security, but that of privacy. Security measures will authenticate a data user and then authorise the user
(through the granting of roles and accompanying privileges) to access the personal information of a group of data
subjects. Privacy measures must ensure that an authorised data user has a legitimate reason or purpose to access
certain personal information of a specific data subject. Alternatively, data users who have legitimate reasons to
access personal information of a specific data subject should not be prevented access to this personal information.
The purpose of this package is to enforce the privacy policies of data controllers and the privacy contracts of
data subjects. Distinction has to be made between performing business transactions (see Section 3.4.1) or personal
transactions (see Section 3.4.2).
3.4.1. Business Transactions
Business transactions are transactions that may be performed for, but not requested by, an individual data
subject, or for a group of data subjects according to the personal privacy agreements defined in the privacy contracts
of the data subjects. These business transactions are performed by authorised data users that have been granted the
right by the data controller to perform one or more specific business transactions. When a data user initiates a
business transaction, the data user has to indicate whether the transaction type is a group or individual business
transaction type, the code of the transaction, and the kind of access needed. The privacy policies are checked to
ensure that the data user is allowed to perform the specific transaction. Authorisation to perform a business
transaction and the kind of access authorised for the user to perform the specific transaction are stored in the
associated policy table transactional_user. The kinds of access (read, write, modify, insert, delete) for which a data
user may be authorised are stored in table access_kind. As soon as it has been verified that the data user is
authorised, the transaction can then be performed on the data of those data subjects that concluded privacy
agreements relating to the specific transaction. If the specific agreement does exist, the transaction can take place
according to the agreement concluded. Otherwise a list of authorised transactions with related kinds of access that
the data user is granted, is displayed.
Firstly, group business transactions are performed for a group of data subjects for one purpose at a time. Only
data of those data subjects that have consented to the specific transaction to be used for the specific purpose is
included in the transaction. Group business transactions performed are not logged for every individual data subject
whose data was part of the group processing, but the transaction must be logged to indicate that the data user
performed such a transaction. The transaction is logged for auditing purposes (see table transaction_audit_log).
A check must be performed to verify that the purpose belongs to the transaction to be performed. The date when
the purpose was added to the policy, and whether the purpose is mandatory or not, is retrieved from the policy (see
attributes tp_mandatory and purpose_ date in associated table transactional_purpose). The date and the mandatory
purpose indicator is used to determine why some of the privacy contracts might be frozen. Only contracts that are
not frozen are allowed to be part of the transaction. The indication whether the transaction itself is mandatory or not
must also be retrieved from the policy. If the transaction to be performed is a mandatory transaction, then only the
data belonging to data subjects with unfrozen privacy contracts may be processed. Furthermore, if it is a mandatory
transaction, then the agreements were concluded at privacy level 0 and all purposes associated with the transaction
are acceptable. Levels 1 to 3 are not relevant and are not taken into account.

For transactions that are not mandatory, the algorithm has to determine whether the purpose for which the
optional transaction is to be performed is mandatory or not. For mandatory purposes, there is a possibility that this
purpose could have been added after a data subject consented to the transaction. Therefore, the transaction can only
be performed on unfrozen contracts. Furthermore, privacy agreements at level 3 are not allowed for mandatory
purposes – only for optional purposes. Lastly, as this is an optional transaction that is to be performed on a group of
data subjects, the algorithm will only retrieve the contract numbers of those data subjects on which the optional
transaction can be performed for the mandatory purpose (those privacy contracts that are not frozen and of which the
privacy agreement level is 1 or 2 for the specific transaction).
Transactions that are not mandatory and of which the purpose is not mandatory, can be performed on frozen or
unfrozen contracts – therefore, the frozen status of the privacy contract of the individual is not applicable.
Furthermore, as this is an optional transaction that is to be performed on a group of data subjects, the algorithm will
only retrieve the contract numbers of those data subjects on which the optional transaction can be performed for the
optional purpose (those privacy contracts of which the privacy agreement level is 1-3 for the specific transaction).
For privacy agreements at level 2, only those agreements that include the specific purpose may be used. However,
because the purpose comes into play at privacy level 3 when columns are consented to, agreements at level 3
complicate matters in the sense that not every user might have consented to the same data columns to be taken into
account for the specific transaction. It might easily be accomplished by performing a join operation between tables
contract, ATP2 (agreements consented at privacy level 2) and ATP3 (agreements consented at privacy level 3).
Eventually the transaction is logged in table transaction_audit_log for auditing purposes.
Secondly, individual business transactions are transactions that are performed by an authorised data user on the
data of one individual data subject. Although the data subject has not requested the transaction, the data subject
however consented to the transaction. As soon as the data user chooses a transaction to be performed, the privacy
contract of the data subject is checked to see whether the subject has concluded a privacy agreement that relates to
the specific transaction. If the specific agreement does exist, the transaction can take place according to the
agreement consented to.
Once again the data user first has to check whether the contract of the data subject is frozen or not. If the
contract is not frozen, the individual business transaction can be performed normally. This means that the transaction
has to be performed at the privacy agreement level consented to by the data subject. At levels 0 and 1 (standard
level), the purposes (table tal_purpose) are listed why the individual transaction may be performed and the data user
must indicate the purpose the transaction is intended for. The data user has already been authorised to perform the
transaction. The transaction code and purpose are logged for auditing purposes and normal processing of the
transaction follows. At level 2 (intermediate level), there is no main difference in the processing, except the
agreements are retrieved from table ATP2. The same applies to level 3 (advanced level) except that the data columns
consented to for processing are retrieved from table ATP3.
When the contract of the data subject is frozen, one has to determine whether the contract has been frozen as a
result of the policy of the current transaction being modified after the data subject concluded a privacy agreement on
the current transaction. It might be that a mandatory transaction has been added after the data subject last updated
his/her contract and the data subject has not yet consented to the newly added mandatory transaction - therefore, the
transaction cannot be performed on the data of the data subject. However, it might be that the transaction that caused
the freezing is not mandatory. This means that a mandatory purpose might have been added to the transaction and
the data subject has not yet consented to this mandatory purpose. The data user must check to see whether the
mandatory purpose that was added, and that caused the freezing, belongs to this transaction. If so, the data user
cannot perform this transaction. If not, the transaction can be performed normally (see previous paragraph).
3.4.2. Personal transactions
In contrast to business transactions, personal transactions allow a data subject to perform transactions according
to personal privacy agreements contained in the privacy contract of the data subject. Personal transactions are
performed on behalf of an individual data subject, but only on request of the data subject, for example ‘Purchase
Medicine on Account’ or ‘Pay Account’.
As soon as the data subject has been authenticated and his/her contract is active and not frozen, the data subject
may choose a transaction to be performed. The privacy contract of the data subject is checked to see whether the
subject has concluded a privacy agreement that relates to the specific transaction. If the specific agreement does
exist, the transaction can take place according to the agreement concluded. If the specific agreement does not exist, a
new agreement might be established and added to the privacy contract of the data subject.
The data user does not really need to be authorised to perform a specific personal transaction because a contract
number and password is needed to perform a personal transaction – the password of the contract is only known to the

data subject and provided when the data subject requests the specific transaction to be performed by the data user.
The kind of access a data user is allowed to perform on a personal transaction is also not applicable as a data
subject can request any personal transaction to be performed as long as a privacy agreement exists between the data
subject and the data controller for the transaction to be performed.

4. Summary
Organisations collect large amounts of personal data about their clients and process this data into supposedly
useful information. The term ‘supposedly’ is used, because some of this personal information might be of a very
sensitive nature. If such sensitive information is used for purposes not intended by the client (defined as misuse), it
might lead to unintentional or malicious disclosure [25].
More often than not, organisations do not realise the potential risk associated with the storage and processing of
sensitive personal information until an audit reveals who has accessed this information [26]. In addition to audits
performed, literature surveys reveal numerous cases where personal information of individuals was misused [27, 28,
29, 30]. It is therefore not unexpected that there is a growing concern among individuals about the ever-increasing
list of privacy violations that occur and the realisation that individuals do not trust those that collect and handle their
personal information [31].
When party A has to disclose personal or private information to party B the question that arises is whether A can
trust B. Normally when A does not trust B, A is not going to do business with B. Consequently, individuals that do
not trust the organisation might provide incomplete, inaccurate, or misleading information [32] or might not even be
willing to disclose any of their personal information to the organisation [33], in which case the organisation might
lose client value. However, individuals might be willing to share their personal information if they trust the
organisation and perceive reasonable benefits in return [34].
In an attempt to instil trust, organisations publish their privacy policies to disclose how they will handle the data
of their clients. In the context of this article, a privacy policy is one or more statements that a data controller (for
example an organisation, enterprise, or any institution or public body that handles data) makes to a data subject (the
individual or person whose data will be handled) stating how the data controller will handle the personal information
of the data subject.
At the outset of this paper the question was raised how the personal information of an individual could be
protected against privacy violations in a relational database, while at the same time allowing business processes to be
performed on the same personal information? Secondly, based on the different perceptions that individuals have
about privacy, how could clients exercise such privacy preferences and as such have control over their personal
information?
As a solution to the above-mentioned problems, a privacy protection framework based on privacy contracts was
develop to protect the personal information stored in relational databases and to allow the individual the freedom
(although not totally) to decide what could be done with his/her personal information stored in the relational
database.
The framework was introduced through three packages. The first of these packages entails the
management of privacy policies requiring the data controller to develop and install its privacy policies as relational
tables. The second package focuses on the fundamental concept of privacy contracts that consist of agreements,
transactions, and purposes. A data subject must have entered into a privacy contract with the data controller,
otherwise no transactions can take place between the two parties. The third package enforces the privacy policies
and privacy contracts as the data controller may only use the transactional and personal information as consented to
by the data subject through the privacy agreements concluded between the two parties. As these agreements can be
concluded at different levels of privacy, the data subject has more control over his/her information.
This article paved the way for an alternative approach to privacy protection and supports the tenets on which
Hippocratic databases are based as this work can be integrated with such databases.
Although it might seem that privacy contracts involve less work for or interaction from the end user, the
emphasis should be on the fact that the end user controls only the data directly related to the transactions he or she
wishes to perform. No lengthy agreements have to be completed prior to interaction – only a small set of mandatory
transactions has to be consented to.
With regard to implicit consent, nothing is left to chance – the concept of mandatory transactions supports this
notion. The data controller can only perform those transactions consented to by the data subject. Should new
regulatory measures be introduced or privacy laws be enacted, the privacy contracts of those individuals that have not
yet consented to these changes could be frozen until they have consented to these changes or their data may not be
used.
Lastly, privacy contracting (as mentioned in the title) is an extension of privacy policies. As long as the data

controller or his/her employees act or intend to act maliciously, there could be no guarantee that even privacy
contracting will solve the privacy problem effectively.
As this article introduced privacy contracting at a conceptual level, algorithms have already been developed at a
lower level (based on a relational database scheme) to guide the implementation of the privacy contracts in relational
database management systems. Through the algorithms it became clear that with little effort, privacy contracts could
also be implemented in existing relational databases. The algorithms developed could also be adapted to implement
privacy contracts when developing web applications.
Future work anticipated by the authors is similar to that of LeFevre et al. [10]. They present a practical approach
based on the principle of ‘Limited Disclosure’. Our research will focus on the development of a hierarchical privacy
sensitive filtering technique where data subjects have the opportunity to specify how sensitive they are about
individual items of their personal data. Depending on the level of sensitivity data will then be disclosed or not at
different levels of sensitivity.
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